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1 Short questions (5 points)

For each question, please circle a single best answer.

1. What advantage does a circuit-switched network have over a packet-switched network?

(a) It can support wireless connections.

(b) It can be implemented over fiber-optic link.

(c) It can provide the same services with less overhead.

(d) It can guarantee a certain amount of end-to-end bandwidth. CORRECT

(e) All of the above.

2. A tier-1 ISP:

(a) is connected to all other tier-1 ISPs. CORRECT

(b) is connected to only a few of tier-1 ISPs.

(c) is a customer of one or more tier-2 ISPs.

(d) Both (a) and (c)

3. What information is used by a process running on one host to identify a process running on another
host?

(a) The data rate between the source and the destination in bits/sec.

(b) IP address of the destination host.

(c) Port number of the destination socket.

(d) Both (b) and (c). CORRECT

(e) All of the above.

4. FTP sends control information out of band. This means that:

(a) FTP usually uses more bandwidth than HTTP or SMTP.

(b) FTP uses two UDP connections simultaneously.

(c) FTP uses two TCP connections simultaneously. CORRECT

(d) Both (a) and (b).

(e) Both (a) and (c).
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5. Suppose that you want to do a transaction from a remote host to a server as fast as possible. Which
transport protocol would you use?

(a) FTP.

(b) HTTP.

(c) UDP. CORRECT

(d) TCP.

6. With the Selective Repeat protocol:

(a) the receiver sends individual ACK packets. CORRECT

(b) the sender has a timer for the oldest unacked packet.

(c) the receiver sends cumulative ACK packets.

(d) Both (a) and (b).

7. Which parameter is used to calculate the timeout interval in TCP?

(a) Sample Round Trip Time (RTT).

(b) RTT variation.

(c) Average congestion window size.

(d) Both (a) and (b). CORRECT

8. After a loss event detected by triple duplicate ACK, TCP Reno

(a) cuts its congestion window to 1 Maximum Segment Size (MSS).

(b) goes to fast recovery phase. CORRECT

(c) goes to slow-start phase.

(d) Both (a) and (c).

9. Consider a server socket object: socket = ServerSocket(12345);
What does the invocation of socket.accept() return?

(a) true if there is a new TCP segment in the socket’s buffer; false otherwise.

(b) A new TCP segment from the socket’s buffer (blocks if no segments are available).

(c) true if a new TCP connection request has arrived; false otherwise

(d) A socket associated with a new TCP connection (blocks if no connections are available).
CORRECT

10. What information a TCP socket does not need to keep track of?

(a) Local port.

(b) Number of open connections. CORRECT

(c) Sequence numbers.

(d) Congestion window size.
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2 Network Delays (8 points)

Question 1: Consider two hosts, A and B, connected by a single link of rate R bps. Suppose that
the two hosts are separated by D meters, and suppose the propagation speed along the link is V
meters/sec. Host A is to send a packet of size L bits to host B.

a. Express the propagation delay, dprop, in terms of D and V .

dprop = D/V seconds.

b. Determine the transmission time of the packet, dtrans, in terms of L and R.

dtrans = L/R seconds.

c. Ignoring processing and queueing delays, obtain an expression for the end-to-end delay.

dend−to−end = (D/V + L/R) seconds.

d. Suppose V = 2.5 × 108, L = 120 bits, and R = 56 Kbps. Find the distance D so that dprop

equals dtrans. Assume that 1 Kbps = 1,000 bps.
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D = V L
R = (2.5× 108) 120

56×103 = 536 km.

Question 2: Consider two hosts, A and B, separated by three links. These three links are connected
by two packet switches. Let di, si, and Ri denote the length, propagation speed, and the transmission
rate of link i, for i = 1, 2, 3. Each packet switch introduces a constant processing delay dproc for each
packet. Consider sending a packet, of length L, from A to B.

a. Assuming no queueing delays, what is the total end-to-end delay for the packet, in terms of di,
si, Ri, (i = 1, 2, 3), L, and dproc?

The first end system requires L/R1 to transmit the packet onto the first link; the packet prop-
agates over the first link in d1/s1; the packet switch adds a processing delay of dproc; after
receiving the entire packet, the packet switch connecting the first and the second link requires
L/R2 to transmit the packet onto the second link; the packet propagates over the second link in
d2/s2. Similarly, we can find the delay caused by the second switch and the third link: L/R3,
dproc, and d3/s3. Adding these delays gives dend−to−end = L/R1 + L/R2 + L/R3 + d1/s1 +
d2/s2 + d3/s3 + dproc + dproc.

b. Suppose now the packet consists of 1,500 bytes, the propagation speed on all three links is
2.5× 108 m/s, the transmission rates of all three links are 2 Mbps, the packet switch processing
delay is 3 msec, the length of the first link is 5,000 km, the length of the second link is 4,000
km, and the length of the last link is 1,000 km. For these values, what is the end-to-end delay?
Assume that 1 Mbps = 1,000 Kbps = 1,000,000 bps.
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We simply plug the values into the above equation to get 6 + 6 + 6 + 20 + 16 + 4 + 3 + 3 = 64
msec.

Question 3: Consider a router buffer preceding an outbound link. In this problem, you will use
Little’s formula, a famous formula from queueing theory. Let N denote the average number of
packets in the buffer plus the packet being transmitted. Let a denote the rate of packets arriving at
the link. Let d denote the average total delay (i.e., the queueing delay plus the transmission delay)
experienced by a packet. Little’s formula is N = a× d. Suppose that on average, the buffer contains
10 packets, and the average packet queueing delay is 10 msec. The link’s transmission rate is 100
packets/sec. Using Little’s formula, compute the average packet arrival rate, assuming there is no
packet loss.

The total number of packets in the system includes those in the buffer and the packet being transmitted.
N = 10 + 1 = a× d⇒ 11 = a× (dqueueing + dtrans)⇒ 11 = a× (0.01 + 1/100) = a× (0.01 +
0.01)⇒ a = 550 packets/sec.
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Question 4: Suppose two hosts, A and B, are separated by 15,000 km and are connected by a direct
link of rate R = 3 Mbps. Suppose the propagation speed over the link is 2.5 × 108 m/s. Consider
sending a file of 700 Mbytes from A to B. Suppose the file is sent continuously as one large message.
What is the maximum number of bits that will be in the link at any given time? Assume that 1 Mbps
= 1,000,000 bps and 1 Mbyte = (1, 024)2 bytes.

The maximum number of bits is R× dprop = 180, 000 bits.
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3 Packet Segmentation (5 points)

Question 1: Consider sending a large file of F bits from host A to host B. A and B are connected
by a path of ` links (as shown in Figure 1), and links are uncongested (i.e., no queuing delays). Each
link has a transmission rate of R bps. Host A divides the file into segments of S bits (we assume that
F = k × S). Host A then adds H bits of header to each segment and makes the packets of S + H
bits. Find the value of S that minimizes the delay of sending the file from host A to host B. In this
problem we neglect propagation delay. For simplicity assume that k and S can be non-integer.

1 2 l-1 l
A B

Figure 1: There are ` links between host A and host B.

The delay to send the first segment is `S+H
R second. The delay for the remaining F/S − 1 packets is

H+S
R (In other words, every H+S

R second a new segment arrives at the host B). Thus the total delay
is:

S + H

R
× (` + F/S − 1)

Now we take the derivative with respect to S and setting it to 0:

(`− 1)− FH

S2
= 0

then the value S which minimize the delay is

S =

√
FH

`− 1
.

8



Note that the second derivative is 2FH
S3 which is always positive (convexity condition). Therefor S =√

FH
`−1 will minimize the delay.
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4 Web and HTTP (10 points)

A student at EPFL enters a URL in his browser and starts a browsing session. The generated traffic
was captured with Wireshark and the traces are given in Figure 2, Figure 3, Figure 4 and Figure 5. By
analyzing the given traces, answer the following questions:

Figure 2: Wireshark traces - The first HTTP GET request

Question 1: What is the URL that the student entered in his browser?

The URL is www.google.com.

Question 2: What is the URL of the visited webpage?

The URL is www.google.ch.
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Figure 3: Wireshark traces - The first HTTP response from the web server

Question 3: What is the status code of the first HTTP response message (detailed in Figure 3) from
the server? What does this status code indicate? Hint: you can infer the answer from the traces.

The status code of the first HTTP response message from the server is 302 Found. This status code
indicates that the response to the request can be found under another URL using a GET method.
(Note: This is the most popular redirect code, but also an example of industrial practice contradicting
the standard. In HTTP1.0 this status code required the client to perform a temporary redirect, but
popular browsers implemented it as a 303 See Other. HTTP1.1 added status code 303 to distinguish
between the two behaviors. However, the majority of Web applications and frameworks still use the
302 status code as if it were the 303.).
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Question 4: Why did the server respond with this status code? What happens as a consequence when
the student’s browser receives this HTTP response message?

Based on the IP address of the received request, the server determines that the request has been sent
from a machine with a geographical location in Switzerland. Thus, the server wants to serve this
client requested webpage that is customized for visitors from Switzerland and that will give them
the most relevant results. In this example, Google server redirects visitors from Switzerland to view
the page www.google.ch instead of the page www.google.com. Another possibility is that the server
redirects the student’s browser based on the student’s preferences which are stored in the cookie that
was sent to the server associated with the HTTP GET request. Following the receipt of the HTTP
response message with the status code 302 the student’s browser issues a HTTP GET request to the
host www.google.ch.

Question 5: What is the IP address of the machine from which the request was sent? What are the IP
addresses of the servers from which the content of the webpage was downloaded?

The IP address of the user’s machine is 128.178.151.105. The content of the webpage is downloaded
from two servers with IP addresses 74.125.43.103 and 74.125.43.113.
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Figure 4: Wireshark traces - HTTP GET request

Question 6: After some time spent on the webpage, the student performs an action that causes
the HTTP GET /setprefs?sig=0 5GnLAlef LbMGLUAc7mBMfR S9g=&hl=de request (packet 363,
detailed in Figure 4) to be sent. Observe that even though there was a cookie associated with the
GET request, the server again sets a cookie on the student’s machine in the following HTTP response
(packet 365, detailed in Figure 5). Did the server set the cookie with the same value that was already
associated to the student’s machine or a different one? Depending on your answer, explain why the
cookie has the same or different value?

As the cookie is sent with the GET request it means that the user has visited this site in the past or
the cookie was sent in the first HTTP response in the “Set-Cookie” header with an associated value.
Cookies allow web sites to keep track of users. For example, cookies can be used to identify the user
in order to generate content as a function of the user’s preferences or to restrict/allow user access.
In our example, the GET request has changed some of the values associated to the user (the setprefs
string in the URL of the GET request also indicates the change in the user’s preferences) which caused
the server to send a new cookie. The two cookies differ in the value of the field LD: LD = en in the
old cookie and LD = de in the new cookie.
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Figure 5: Wireshark traces - HTTP response from the web server

Question 7: Explain what was the student’s action that caused this GET request (packet 363 in
Figure 4) and the further communication between his machine and the server (packets 363 to 377).

The student has changed his language preference, by clicking on the link on the webpage. The click has
caused the browser to send the GET request with the string setprefs in the URL, which indicates the
change in the student’s preferences. In the previous question we have seen that this GET request has
caused the server to set a new cookie on the student’s machine, thus also indicating that the student’s
preferences have been changed. Given the observed difference in the values of the two cookies and the
string hl=de in the URL of the GET request, the student has changed his language preference (from
English to German).
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Question 8: In this further communication (packets 363 to 377), the student again obtains a webpage.
Has the student already seen this webpage or not (in the current browsing session given by the traces)?

As the user has changed his language preference, a new webpage (in German) is served to the user
for the same URL www.google.ch. Therefore, the user has not seen this page before.

Question 9: The student deletes all the cookies in his browser and types the same URL as in the
beginning of the browsing session. What webpage would the student download?

The student types www.google.com. However, his browser will be redirected to www.google.ch based
on the IP address of the student’s machine. (In the case when there is no redirection based on the
IP address, the student would download the www.google.com webpage.) The student’s language
preferences will not be respected as the server cannot ”recognize” the student (thus it doesn’t know
the student’s preferences) because the student has deleted all the cookies in his browser.

Question 10: When the first student completes the browsing session (given by the traces) another
student at EPFL starts a browsing session from a different machine. The second student enters the
same URL in the browser as the first student. Assume that the EPFL network has a local DNS server
and a shared proxy Web cache. Also, assume that the local cache on the second student’s machine is
empty and all the cookies were deleted before he started the browsing session. Explain from where
the webpage is downloaded and why. Explain which application and transport layer protocols will be
used to download the page.

The second student also types www.google.com. However, his browser will also be redirected to
www.google.ch based on the IP address of the student’s machine. Even though the first student has
downloaded the same webpage (www.google.ch) before the second user, the webpage is not cached at
the proxy Web cache because the ”Cache-control” field in the header of the HTTP response message
(Figure 3) has value private. The ”Cache-Control” value ”private” indicates that the server has
generated a personalized response for this user and it can be cached in the users local cache but
not in a shared proxy cache. Thus, the webpage is downloaded from Google web servers. Before
downloading the page, the IP address of the server was obtained from the local DNS server at EPFL.
Application layer protocols used are: DNS to resolve URL to the IP address and HTTP to download
the webpage. Transport layer protocols used are: UDP (used by DNS) and TCP (used by HTTP).
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5 P2P (6 points)

Question 1: Consider an overlay network with N active peers, with each pair of peers having an
active TCP connection. Additionally, suppose that the TCP connections pass through a total of M
routers. How many nodes and edges are there in the corresponding overlay network?

There are N nodes in the overlay network. There are N(N-1)/2 edges.

Question 2: Assume a DHT consisting of 5 nodes. In the underlaying physical network (Figure 6), if
two nodes share a link, the length d of this link is bounded: 1 km ≤ d ≤ 5 km. What is the maximum
physical distance between two neighbors in the DHT?

Figure 6: A physical network where all nodes are aligned.

Neighbors in the DHT are not necessarily neighbors in the physical network, so the maximum distance
is 20 km, i.e., between the endpoints of the physical network.
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Question 3: Consider distributing a file of size F = 700 Mbytes to N = 10, 000 peers. The server
has an upload rate of us = 100 Mbps, and each peer has a download rate of di = 5 Mbps and an
upload rate of u = 300 Kbps. Compute the minimum distribution time for both client-server and P2P
architectures. Assume that 1 Mbps = 1,000 Kbps = 1,000,000 bps and 1 Mbyte = 1,024 Kbytes =
(1, 024)2 bytes.

For calculating the minimum distribution time for the client-server distribution, we use the following
formula: Dcs = max{NF/us, F/dmin} = 163 h 6 min 43 s.
Similarly, for calculating the minimum distribution time for the P2P distribution, we use the following

formula: DP2P = max{F/us, F/dmin, NF/(us +
N∑

i=1
ui)} = 5 h 15 min 42 s.

Question 4: What is the role of Skype relays?

They allow establishing calls between hosts in home networks that use NATs.
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6 TCP (6 points)

Question 1: Complete the missing sequence numbers (Seq), acknowledgment numbers (ACK), and
segment length (LEN) in the following TCP connection. We assume:

• No timeouts occur at the receiver.

• The sender starts the timer at t1.

• The connection is full duplex (bi-directional data flow in same connection).

• The sender and the receiver have always data to transmit.

• There are no delayed acknowledgements at the sender or the receiver.

Sender Receiver

A

B

C

D

E

F

G

H

I

J

1
t

2
t

3
t

4
t

Figure 7: Sequence and ACK numbers for a TCP connection.

Question 2: Calculate the value of timeout for the segment with the sequence number 140.
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As the sender restarts the timer at t3 and segment 140 is retransmitted at t4, the timeout is t4 - t3.

Sender Receiver

Figure 8: Sequence and ACK numbers for a TCP connection.
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